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Executive Summary 

ussian thinking about artificial intelligence (AI) 
development is consistent with that of other 
major powers that are seeking to respond to an 

evolving combat environment characterized by growing 
complexity and rapid technological change. Russia has 
made several pronouncements on the importance of AI 
in combat, yet it is often difficult to estimate whether 
the country’s Ministry of Defense (MOD) actually has 
utilized AI-enabled systems and weapons, including 
on the Ukrainian battlefield. Western sanctions and 
export controls also have the potential to increase 
the headwinds that Russia faces in its ability to meet 
its AI objectives.

Presently, the Russian military establishment is 
investing in AI research, development, testing, and 
evaluation (RDT&E) seen as most relevant today and in 
future combat. These investments are shaped both by the 
understanding of where such emphasis is placed among 
likely competitors, such as the United States and NATO, 
and where resources should be allocated based on the 
ongoing complicated combat in Ukraine.

Russian military discourse emphasizes that in the 
long term, there will be an eventual point where tech-
nologies subsume and 
then replace human 
involvement in military 
operations—yet in the 
near term, Russian 
military thinking 
affirms that humans 
must remain firmly in 
the loop. Like many 
major military powers 
around the world, 
the Russian MOD is investing in the development and 
application of different types of uncrewed systems for 
the air, maritime, and ground domains. At this point, as 
a reflection of combat in Ukraine, improving uncrewed 
aerial vehicle (UAV) capabilities with AI as a mechanism 
for command, control, communications, computers, 
intelligence, surveillance, and reconnaissance (C4ISR) 
is a key emphasis in both academic writing and research 
and development (R&D) across Russia’s defense-in-
dustrial complex. The use of AI for data collection and 
analysis is also a significant part of the MOD’s impending 
“intellectualized” warfare as a natural evolution from 
the current “digital” combat technology and systems 

R
development, with AI envisioned as a data analysis 
enabler and a decision-making aide to operators, com-
manders, and deployed forces.

According to public statements, the Russian govern-
ment also places a significant emphasis on using AI in 
information and cyber operations. Russia also is likely to 
apply AI in its nuclear forces command, control, man-
agement, and use. However, Russia’s invasion of Ukraine 
has exposed multiple deficiencies in its conduct of the 
war, given significant personnel and matériel losses and 
battlefield setbacks in 2022 and 2023. To address these 
challenges, the Russian government is accelerating a 
centralized approach to AI development and forcing 
greater cooperation between the country’s military and 
civilian sectors. For its part, the military is enabling 
loitering munitions, aerial drones, and certain ground-
based robotic systems with greater capabilities that 
include AI, while potentially using it in information 
and cyber operations. 

Yet the war in Ukraine and the resulting international 
sanctions also are constraining Russia’s AI development 
to a certain extent, with the Kremlin trying to offset 
such disadvantages. To mitigate the impact of Western 
economic pressure, Russia is pursuing import substitu-
tion and technological sovereignty programs aimed at 

bolstering domestic 
high-tech R&D and 
manufacturing, as well 
as creating investment 
funds and programs 
for domestic AI 
companies and entre-
preneurs, while also 
funding future work-
force developments 
across the national 

academic establishment. Russia also will rely on China for 
AI-related technological and policy developments, as U.S. 
and international pressure aims to close off certain tech-
nology cooperation and procurement avenues and outlets 
for Russia’s domestic AI R&D. 

Despite such constraints, Russia will retain certain AI 
capabilities that will pose challenges for the West. It is 
evident that despite the difficulties Russia is experiencing 
on the Ukrainian battlefield and at home as it tries to 
maintain domestic high-technology AI R&D, the Russian 
Federation is dedicating government, academic, indus-
trial, and financial resources to ensure its AI development. 
Such efforts deserve close and continued scrutiny.

Russian thinking about artificial 
intelligence development is consistent 
with that of other major powers that 
are seeking to respond to an evolving 
combat environment characterized 
by growing complexity and rapid 
technological change.
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Introduction

ussian thinking about artificial intelligence (AI) 
development is consistent with that of other major 
powers that similarly are seeking to respond 

to an evolving combat environment characterized by 
growing multi-domain complexity and rapid technolog-
ical change. As Russia increasingly operates in the air, 
sea, ground, space, cyber, and information domains, it 
views its ability to access, understand, manage, and act 
upon the massive amounts of data generated by multiple 
sources and systems as a key battlefield requirement. The 
Russian military’s development of AI has been a decades-
long path that has accelerated significantly in the past 20 
years. Improvements in technology developments, access 
to international software and hardware, increasing 
global competition that has driven the Russian Ministry 
of Defense (MOD) to achieve real results, and Russia’s 
gradual progress conceptualizing AI use in combat all 
have propelled Russian advances. 

However, as the war in Ukraine has demonstrated, 
there is often a significant gap between Russian state-
ments of its military capabilities and its real-world 
capacity. The same is likely to be true in terms of AI. 
Despite Russian pronouncements on the importance 
of artificial intelligence in combat in general, and for 
domestic weapons development in particular, it is 
difficult to estimate whether the MOD actually has 
utilized different AI-enabled systems and weapons on 
the Ukrainian battlefield. Moreover, Western sanctions 
and export controls only would increase the headwinds 
that Russia faces in its ability to meet its AI objectives. 
Russia is now excluded from certain well-established 
technological supply chains, causing numerous chal-
lenges, including the need to rapidly restructure 
domestic high-tech research, development, and imple-
mentation. The exodus of many Russian citizens in the 
aftermath of the invasion, many of whom included IT 
professionals, also may widen the gap between Russia’s 
objectives and capacity.

Although Russia faces obstacles to its AI develop-
ment, the Kremlin will seek to offset the challenges it 
faces. The Kremlin and the MOD clearly are determined 
to maintain military primacy in the post-Soviet space, 
to withstand the pressure from the United States and 
NATO, and to emerge victorious in the war against 
Ukraine. Within this context, the development of AI is a 
key national security priority in what the Kremlin sees 
as a civilizational mission toward which it will seek to 
mobilize Russia’s entire national human and techno-
logical potential. Russia also can reach out to its allies 

and partners for military-technological cooperation 
that persists despite U.S. and Western efforts to limit 
such engagements.

Given the myriad challenges and shortcomings that 
Russia faces, it will lag behind the United States and 
China in AI in the near to mid term. However, Russia’s AI 
capabilities still create challenges that U.S. and interna-
tional policymakers and defense planners must navigate. 
In other words, Russia will remain a capable power, 
whose AI capabilities pose real challenges that impact 
not just the battlefield, but the broader confrontation that 
Moscow sees itself as waging against the West. Moreover, 
Russia’s military setbacks in Ukraine may perversely 
amplify the risks that AI poses to the West as the Kremlin 
seeks AI to supercharge its asymmetric tools. The more 
Russia sees itself as falling behind the West in high-tech 
development, the more vulnerable it may perceive itself 
to be, which may lead Moscow to accept greater risk in 
the way that it deploys AI to keep apace. 

This paper assesses Russian thinking on AI and its 
likely development, including how the war in Ukraine is 
shaping this trajectory. To that end, Section 1 provides an 
overview of Russia’s thinking about AI and its military 
applications and Moscow’s goals and objectives in 
this realm. Section 2 focuses more specifically on how 
Russia’s war in Ukraine is shaping Russia’s thinking 
on and approach to its AI sector. Because the war is 
ongoing, it is too soon to provide definitive conclusions 

about how the conflict in Ukraine will influence Russia’s 
AI trajectory. Moreover, it is difficult to assess the true 
state of Russia’s military AI development, especially 
given the decreasing amount of publicly available data 
post-Ukraine invasion and the classified environment 
for the nation’s military high-tech developments. 
Nonetheless, the paper offers preliminary assessments 
based on the sources described below that factor in how 
the war has increased the challenges Russia will face in 
further developing its AI sector. Section 3 articulates the 
constraints that Russia faces, as well as the efforts the 
Kremlin is likely to make to mitigate those challenges. 
Finally, Section 4 spells out the key implications of 
Russia’s AI trajectory for U.S. policymakers and defense 

As the war in Ukraine has 
demonstrated, there is often 
a significant gap between 
Russian statements of its 
military capabilities and its 
real-world capacity.
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planners. An appendix provides additional details on 
Russia’s relations with external partners. 

The paper’s assessments are based predominantly on 
public statements, announcements, and analyses in the 
Russian-language media, including from a military-aca-
demic ecosystem that comprises practicing and retired 
Russian civilian and military scientists, researchers, 
academics, and officers. Several key Russian documents 
merit highlighting. Major developments in this space 
are guided by the MOD’s Creation of Prospective Military 
Robotics through 2025 comprehensive target program 
launched in 2014. This classified document is supposed 
to be the main guiding roadmap for the development 
of aerial, ground, and maritime robotics.1 It no doubt 
discusses the development of autonomy and AI and 
likely is being edited, updated, or revised based on the 
ongoing invasion of Ukraine and the resulting trends 
and developments. Additionally, on July 26, 2022, the 
MOD adopted the Concept of the Russian Armed Forces 
Activity in the Development and Use of Weapon Systems 
Using Artificial Intelligence Technologies, an initia-

tive that serves as one of the guiding roadmaps for AI 
adoption. This document was made public at the United 
Nations in March 2023.2 These and other sources have 
made it possible to piece together the main elements of 
this MOD-affiliated AI ecosystem and related research, 
development, testing, and evaluation (RDT&E) programs 
and efforts. 

Such sources offer a glimpse into Russian deliberations 
and debates on the role and utility of AI on the modern 
battlefield and help analysts understand what the 
Russians emphasize in terms of AI research and devel-
opment (R&D). This public discussion across the MOD 
has been characterized by arguments that the future 
of war, in whatever form it takes, will be dominated by 
AI-enabled warfare. It is that underlying belief that has 
driven the Russian military to invest in the resources and 
knowledge needed to prepare for such wars. This paper 
sheds insight into Russian thinking and Moscow’s priori-
ties for the future.

Russian Views on and Objectives  
for AI and its Military Applications 

he Russian military establishment is investing 
in AI RDT&E, concentrating on specific efforts 
seen as most relevant today and in future combat. 

These investments are shaped both by the under-
standing of where such emphasis is placed among likely 
competitors, such as the United States and NATO, 
and where resources should be allocated based on the 
ongoing invasion of Ukraine. Specifically, the Russian 
military emphasizes using robotics and autonomous 
systems to maintain parity in R&D with leading nations 
including the United States, China, Israel, and, more 
recently, Turkey and Iran. This section outlines key 
themes of Russian thinking about AI, including in 
terms of command, control, communications, com-
puters, intelligence, surveillance, and reconnaissance 
(C4ISR) and robotics, data collection and intellectual-
ized warfare, the information and cyber domains, and 
Russia’s nuclear forces.

Russia perceives itself as engaged  
in a technological competition with  
major powers and fears falling behind.
The emphasis on AI for national security has long 
been a staple of speeches and announcements among 
top Russian government officials, including President 
Vladimir Putin. In 2020, he identified the development of 
weapons with AI elements as one of five major MOD pri-
orities for the near future in order to counter American 
and NATO advantages and threats.3 In a 2022 address at 
the AI Journey annual conference hosted by the Russian 
Federation, Putin noted that the AI competition among 
states is fierce, and that Russia’s place in the world, along 
with the nation’s sovereignty and security, depends 
on domestic AI R&D results.4 In November 2023, the 
Russian president said that a Western monopoly on 
high-tech advancements such as AI is “dangerous” 
for his country, again calling for domestic AI efforts 
to break the dependence on imported technologies.5 
And in December 2023, Putin called for Russia’s armed 
forces to adopt AI-based military weapons and robotic 
systems, a statement no doubt impacted by the ongoing 
war in Ukraine.6 Such Russian discourse is very much 
influenced by the perception that other leading military 
powers such as the United States, NATO, and China are 
investing considerable resources in military and civilian 
AI capabilities, and that Russia must be part of this tech-
nological race in order to avoid falling too far behind and 
be at a disadvantage in future conflicts.7 

Public discussion across 
the Russian MOD has been 
characterized by arguments 
that the future of war, in 
whatever form it takes, will 
be dominated by AI-enabled 
warfare.

T
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Russian military discourse emphasizes that 
in the long term, there will be a “singularity-
like” point where technologies subsume and 
then replace human involvement in military 
operations. 
In a recent analysis published during the war in Ukraine 
in the authoritative Voennaya Mysl magazine (Military 
Thought), high-ranking Russian military officers and 
academics argued that future active use of uncrewed and 
robotic systems and conducting combat operations with 
autonomous mobile formations eventually will become 
the norm on the battlefield.8 With the war in Ukraine as 
a backdrop, this analysis concluded that future manage-
ment of a complex battlefield will be ensured by AI-based 
systems.9 In the medium to long term, the struggle in war 
will evolve from human-centric combat to one between 
and among technologies. In this almost-inevitable future, 
the winner in any conflict will possess the most advanced 
technologies scaled for mass production, including deter-
rent types of robotics and autonomous systems.10 Robotic 
warfare also is discussed as the answer to other Russian 
problems, namely as a way to offset potentially irreplace-
able personnel losses, a topic discussed regularly among 
Russian military officials, MOD-affiliated academics, 
and military commentators. For example, during the 
Dronnitsa-2023 event organized by Russian volunteers 
working to aid military efforts in Ukraine, the mass-scale 
use of different types of robotic systems today and in the 
future was presented as an answer to Russia’s demo-
graphic problem and military manpower shortages.11 At 
the very least, Russia’s massive personnel losses over the 
past two years in Ukraine should influence domestic tech-
nology developers and military decision makers to come 
up with technologies and strategies aimed at potentially 
minimizing such casualties in future combat.

In the near term, however, Russian military 
thinking posits that humans must remain  
firmly in the loop. 
Despite the MOD discussion of robotic and autonomous 
systems possibly replacing human soldiers on future bat-
tlefields, the Russian military establishment still envisions 
that humans will be in the decision-making and command 
and control (C2) loop today and in the near future.12 
Russian government officials stated in 2020 that, while 
the introduction of AI technologies in military systems 
would not supplant humans, it will enhance Russia’s 
ability to obtain information, increase the speed and 
accuracy of data processing and transmission, increase the 
speed of decision-making, and improve control systems 
operations.13 In 2021, Russia’s Deputy Defense Minister 

Yunus-bek Yevkurov stated that no matter how AI is used 
in combat, the final decision is “always up to the human 
commander.”14 And during Russia’s annual Army military 
expo and forum in August 2023, the Russian military 
leadership again confirmed that AI will not have “the 
right” to use weapons, since that this decision always 
will belong to a human.15 Moreover, the aforementioned 
Concept of the Russian Armed Forces Activity in the 
Development and Use of Weapon Systems Using Artificial 
Intelligence Technologies enshrines the centrality of 
the human role and responsibility in the development, 
testing, evaluation, and eventual use of AI-enabled 
weapons, although the document does not specifically 
spell out when or if the human role would have to give 
way to more advanced technologies.16 In fact, when 
human control may give way to AI weapons is a question 
still debated publicly—for example, some Russian 
military experts think that human intelligence will 
prevail over AI in controlling combat aircraft for another 
30–50 years.17 Certain Russian high-level scientists think 
that next-generation combat aircraft will not become 
completely unmanned, since no AI can replace a pilot’s 
experience and intuition. In such a scenario, neural 
network technologies will automate aircraft control pro-
cesses and will guide companion unmanned systems.18

Along with key documents and MOD statements 
pointing to the human-in-the-loop approach to devel-
oping and fielding AI-enabled military systems, there 
are multiple statements on record from current and 
former government officials that straddle the problem 
of identifying exactly where human control ends and 
machine-based decision-making in military systems 
begins. For example, a former director of Russia’s Space 
Agency, who currently supports drone, robotics, and 
high-tech development for the Russian military in 
Ukraine, remarked in early 2023 that future aviation 
and naval forces should be predominantly uncrewed 
and have significant autonomy, inevitably supplanting 
the traditional air and maritime forces, while aided by 
machine decision-making mechanisms.19 Yet in August 
2023, he expressed concern about handing too much 
responsibility to AI when it comes to the use of military 
ground robots, air defense, and strategic nuclear forces, 
arguing that actual “automation” behavior is not fully 
known in dangerous and high-stress situations, thereby 
necessitating a final human decision.20 This dichotomy is 
in fact a common feature in multiple public discussions 
among the Russian military and its affiliated institutions 
and individuals, with arguments for inevitable use of 
autonomous military systems overlapping with calls for 
maintaining human centrality in future war.
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One of the main publicly discussed examples of 
human-centric combat operations is Russia’s National 
Defense Coordination Center (NDCC), built in 2014 and 
tasked with continuous analysis and review of all Russian 
military and defense-industrial activity, domestically and 
internationally.21 In 2020, the MOD hinted it will use AI 
at the NDCC to assist in decision-making by collecting 
and analyzing the necessary information for human 
operators, as well as to assist in predictive analysis of 
critical situations.22 At the same time, the human opera-
tors and staff will have the final say in all decisions when 
aided by AI data analysis algorithms. In such circum-
stances, having an AI “assistant” analyze mass quantities 
of information in the shortest possible time to extract 
useful insights is crucial to the most optimal and correct 
decision. At the same time, there is no public record 
of NDCC further discussing the use and application 
of AI, likely due to a high-level classified environment 
at the Center. 

In addition to the broader contours of Russian thinking 
about military applications of AI, Russian public docu-
ments and other sources provide more detailed insight 
into the specific battlefield functions that AI might fulfill.

C4ISR and robotics. 
Like many major military powers around the world, 
the Russian MOD is investing in the development and 
eventual application of different types of uncrewed 
systems for the air, maritime, and ground domains. 
Improving uncrewed aerial vehicle (UAV) capabilities 
with AI as a key C4ISR mechanism is a key emphasis in 
both academic writing and actual R&D across Russia’s 
defense-industrial complex. In 2021, the general director 
of one of the largest Russian aerial drone manufacturing 
enterprises argued that achieving advantages in AI devel-
opment will define future success with uncrewed systems 
in general, and that the robotization of war has become a 
major trend across the MOD’s efforts.23 

Likewise, in a 2021 speech, the head of the Military 
Academy of the Armed Forces General Staff noted that 
the “robotization” of all spheres of armed conflict and 
the development of AI for robotics will have the greatest 
effect on the Russian armed forces in the near term 
in order for the country meet its future challenges.24 
The ultimate speed and pace of such AI development 
and implementation is difficult to ascertain using 
public sources. Such statements were made without 
the possibility of foresight into the Russian military’s 
performance in Ukraine, the stress of the long-term 
invasion on Russian personnel and the industrial base, 
the mass-scale human losses in key battles, and of the 

rapid pace of military tactics and technologies’ evolution 
on the battlefield. Today, most uncrewed weapons and 
systems across the Russian military still are remotely 
piloted and operated, as evidenced in the Ukrainian 
combat environment. 

In general, Russian public documents reveal that 
MOD priorities for military UAVs include introducing AI 
elements into aerial drone control systems, along with 
swarm development and manned-unmanned teaming, 
similar to major global military trends.25 Over the past 
several years, the MOD reportedly tested multiple 
ground and maritime robotic technologies that leverage 
AI for enhanced situational awareness and decision-mak-
ing.26 While the Russian MOD and its corresponding 

military institutions regularly announce certain AI tech-
nologies in tests or actual combat use—machine learning, 
computer/technical vision, group use and autonomous 
operations, natural language processing, and others—it 
is hard to estimate their efficacy and the veracity of such 
statements if only public data is reviewed.27 Russian 
analysts commenting on the country’s military AI R&D 
efforts point to the rapid development of technologies 
to control groups of robotic systems and to increase the 
autonomy of AI-enabled systems.28 According to Russian 
military academics, the impending robotic “swarm” that 
is the eventual result of ongoing technological changes 
in warfare brought about by large-scale application 
of UAVs and related systems will be contingent on the 
development of algorithms for stable communication 
and data transmission among group members, along with 
software for communications capable of withstanding 
adversary countermeasures.29

Public statements by the MOD’s highest-ranking 
officials continue to offer insights into Russian AI prior-
ities. In 2023, Alexander Osadchuk, head of the MOD’s 
Main Directorate for Innovative Development, argued 
that AI could be given recognition tasks and assist in 
decision-making, remarking that neural networks are 
helpful for navigation. Perhaps as a reflection of the 
ongoing war in Ukraine, he also confirmed that intelli-
gent chat bots and text, speech, and image recognition 
are tasks where AI already is proving effective.30 Along 

The Russian MOD is investing 
in the development and 
eventual application of 
different types of uncrewed 
systems for the air, maritime, 
and ground domains.
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with combat goals previously mentioned that also include 
electronic warfare and radar capabilities, the MOD’s 
plans for military robotics include logistics functions 
such as the delivery of ammunition to the front line, the 
transportation of military cargo, and medical evacuation 
tasks.31 On land and at sea, robotics also are envisioned for 
mining and demining operations; surface and subsurface 
intelligence, surveillance, and reconnaissance (ISR); and 
other missions that can potentially take a human out of 
a dangerous environment.32 

Data collection and intellectualized warfare. 
The use of AI for data collection and analysis is a signifi-
cant part of the MOD envisioning the “intellectualized” 
warfare as a natural evolution from the current “digital” 
combat technology and systems development, with AI 
positioned as eventually serving as a decision-making 
aide to operators, commanders, and deployed forces. In 
this context, using AI in automated control systems and 
onboard systems’ computers is presented to improve 
accuracy and speed at the tactical, operational, and 
strategic levels. Russia’s ongoing development of heavy 
combat drones such as Okhotnik and Altius, which 
are reportedly equipped with AI for C4ISR, is indica-
tive of this trend.33 More recent announcements from 
the Russian military-industrial enterprises point to AI 
in UAVs’ command and control, and to the use of AI 
in aerial drones to identify targets.34 Russian military 
experts also point to the impending ability of combat 
aircraft pilots to direct multiple aerial drones with AI 
assistance, once this technology matures and becomes 
available.35 Other planned and ongoing AI uses across the 
Russian military include the robotization of armaments 
and military equipment; reconnaissance, monitoring, 
and information support of forces; forecasting and 
threat analysis; cyberspace operations and informa-
tion warfare; and logistics, along with other supporting 
activity dealing with large datasets and massive amounts 
of unstructured information.36

Many debates on the development and use of AI across 
the Russian military and defense sectors now also take 
place among the civilian-run efforts that aid the Russian 
invasion of Ukraine, with ideas put forth by individuals 
with personal knowledge of the ongoing combat. The vol-
unteer-organized Dronnitsa-2023 civil-military meetup 
mentioned earlier, which brought together short-range 
(ISR and first-person view [FPV]) combat drone manufac-
turers, developers, and end users, featured debates on the 
opportunities and challenges of this type of data-driven 
warfare and the human role in it. Russian experts (many 
with direct Ukraine combat experience) speaking at the 

event echoed key automation themes discussed by the 
MOD over the years, arguing that any military force today 
is becoming a machine built of people and operating 
based on algorithms. Dominance in a new type of tech-
nological war requires the development of an “inhuman” 
army, where the widespread use of “smart” mechanisms 
will eventually exclude a person from a large number of 
processes.37 Therefore, the army of the future should not 
consist of people, but of man-machine systems where 
humans are operating in an increasingly automated envi-
ronment driven by the need for large-scale data analysis 
for faster decision-making and battlefield reaction. To 

prepare for such an environment, people today need to 
be taught to interact with machines, and the machines 
(command and control systems, C4ISR elements, 
robotics and automated systems and processes) need to 
be “taught and trained” to interact with and be integrated 
with people-driven efforts.38 The resulting man-machine 
systems also will have to be taught how to interact with 
other similar systems, to ensure that humans remain part 
of the ever-increasing battlefield complexity and are not 
totally excluded from key processes.39

In reflections about data-driven warfare, Russian 
military writing that is summarized and translated by 
U.S.-based researchers points to developing and inte-
grating AI systems for “optimal target distribution based 
on intelligence about the enemy, including data on 
troops, armaments, equipment, and their effectiveness.” 
Moreover, Russian military thinking considers “AI . . . 
allowing commanders to quickly identify and priori-
tize the destruction of targets, to plan subsequent troop 
activity, and to quickly respond to changing circum-
stances in real time.”40 Additionally, these deliberations 
point to the MOD considering “prioritizing systems for 
processing and integrating information and intelligence 
that includes acoustic, optical, and electronic data to 
classify threats and to identify targets.”41

Many debates on the 
development and use of AI 
across the Russian military and 
defense sectors now also take 
place among the civilian-run 
efforts that aid the Russian 
invasion of Ukraine, with ideas 
put forth by individuals with 
personal knowledge of the 
ongoing combat.
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Information and cyber domains. 
From Moscow’s perspective, Russia currently is in a state 
of intense competition with the United States over the 
impact that information can have on a society in general, 
and on attitudes toward Russia and its leadership in 
particular. Much of this conflict occurs in cyberspace.42 
Therefore, the Russian government, at least according 
to public statements, emphasizes using AI in informa-
tion and cyber operations. As far back as 2018, Russian 
MOD officials announced that AI will help Russia to 
effectively counter threats in the information space and 
win cyber wars.43 The Russian government is already 
using different AI programs domestically to identify 
what it designates as inappropriate and extreme content, 
prompting some domestic concerns from legislators and 
private-sector representatives about privacy and overly 
intrusive oversight by domestic intelligence services.44 

Although Russian public sources mention AI tools to 
make information confrontation more effective, they 
also recognize that the same tools, when in the hands 
of an adversary, could pose a threat to the psychological 
attitude of Russia’s domestic population.45 For instance, 
analysis in a 2021 Russian military periodical referred 
to digital technologies and AI as tools posing a threat 
to the country’s sovereignty, prompting the need to 
keep foreign influence and information from affecting 
Russia’s popula-
tion.46 Using AI and 
other computational 
tools to supercharge 
cyber intrusions and 
accelerate attacks on 
adversary infrastruc-
ture, organizations, and individuals already is potentially 
part of the ongoing confrontation with Ukraine and its 
Western allies.47 It is likely that the MOD will build on 
such activity as new AI tools are developed and fielded, 
both in Russia and globally.

Most recently, the Russian MOD has been paying 
more attention to the emerging threat and promise 
of ChatGPT, large language models, and generative 
AI, given their ability to create realistic narratives 
and analyses that can be tailored to specific and niche 
audiences. In December 2023, the MOD’s Information 
Department publicly warned that generative AI presents 
a clear and present danger to Russia’s national security. 
For example, the MOD warned of the “informational 
impact on the population by replacing parents and 
teachers as children’s teaching and influence agents, 
and raising entire Russian generations ‘loyal’ to Western 
countries and values as a result of access to public 

information.”48 Other dangers highlighted by the Russian 
MOD included theft and manipulation of training data by 
Western intelligence agencies that may contain personal 
information, the growing effectiveness of deepfake 
videos to harm populations via social engineering 
methods, and the possibility and effectiveness of genera-
tive AI in cyberattacks.49 

The use of AI to generate realistic images and videos 
also is evolving rapidly, prompting global concern about 
the difficulty of distinguishing between real and fake 
content during the upcoming 2024 U.S. elections, and 
possibly raising fears of Russian use of this technology 
to target American voters.50 As a whole, winning the 
confrontation in the information domain has long been a 
high priority for the Russian military establishment, and 
Russian documents indicate that AI and related tech-
nologies potentially could play a key role in advancing 
this goal. That said, it is difficult to obtain reliable 
information about the militarized use of AI in cyber and 
information operations, both because such activities are 
likely classified and because, without having access to 
the underlying technological resources, it is difficult to 
ascertain if AI is being used in these campaigns. 

At the same time, Ukraine-based security experts have 
been vocal about Russia’s potential uses of AI in misin-
formation and disinformation campaigns, arguing that 

generative technologies 
drastically lower the cost 
of producing textual and 
visual content, and require 
only basic digital skills 
to operate them.51 Such 
concerns include Russia’s 

use of chat bots to supercharge social media campaigns 
against Ukraine, as well as improved cyberattacks against 
Ukraine’s population and its economic and industrial 
assets.52 Western technology experts recently warned 
that Russian hackers allegedly used AI for research on 
satellite communication protocols, radar imaging tech-
nology, and scripting tasks. Such activity was apparently 
facilitated by large language models (LLMs) and “other 
forms of AI as another productivity tool on the [cyber] 
offensive landscape.”53 According to Western estimates, 
these technologies and concepts are used by Russia 
and other actors to “understand potential value to their 
operations and the security controls they may need to 
circumvent.”54 As public AI tools including LLMs and 
similar concepts continue to evolve, it is likely that they 
can be militarized by willing parties such as the Russian 
MOD and intelligence services to launch sophisticated 
attacks against their targets. 

Ukraine-based security experts have 
been vocal about Russia’s potential 
uses of AI in misinformation and 
disinformation campaigns.
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Nuclear forces. 
Based on publicly available information, Russia is 
likely to apply AI in its nuclear forces command, 
control, management, and use to better understand 
and analyze the threat landscape and the evolving 
crisis environment. Despite the largely classified 
nature of this work, several conjectures can be 
made about the use of AI in this military sphere. 
It is likely that this Russian activity would mirror 
similar actions by the United States, NATO, or 
Chinese nuclear forces when it comes to using AI. 
For instance, in the context of AI as a data-analysis 
tool, the Russian military potentially could use it to 
locate and analyze stationary and mobile targets for 
strategic conventional and novel nuclear strike capa-
bilities, to possibly improve guidance and increase 
prospects of mission success, to analyze the correla-
tion of forces and courses of action, and to support 
real-time analysis of political-military situations and 
conditions related to possible nuclear weapons use.55 

This type of data collection and analysis is likely 
conducted by the aforementioned NDCC. Moreover, 
in 2019, the Russian government announced a 
“Project Maven”–like plan to use AI to analyze sat-
ellite imagery.56 This data potentially could be used 
in Russia’s non-strategic nuclear weapons guidance 
systems to automate guidance and improve accuracy, 
while being fed to the NDCC, with decisions subse-
quently routed to the relevant commands and units.57 
To enable additional crucial data analysis, natural 
language processing has the potential to automate 
translation from multiple foreign languages in 
regions of importance to the Russian MOD (for 
example the Middle East, Africa, or the former Soviet 
region), as well as to generate a common operational 
picture for the developing and unfolding crises and 
Russian forces’ positioning, resources, and logistics.58 

Other potential AI uses may include the MOD’s 
need to understand the effects of nuclear escala-
tion in crisis scenarios and to mitigate the effects 
of accidental or even intentional nuclear weapons 
use. Given that AI-enabled modeling and sim-
ulation are gaining traction around the world, 
Russian military scientists and developers may 
be pursuing technological approaches similar to 
nuclear effects modeling.59 Additional AI-enabled 
uses may include concepts to automate guidance 
and navigation for nuclear systems and hypersonic 
weapons the Russian military has developed over 
the past decade.60 

Moreover, the MOD could use advanced AI appli-
cations for early warning.61 Given Moscow’s concerns 
about Western air and missile attack and the ongoing 
testing and development of hypersonic systems, the 
Russian military may be pursuing AI capabilities for 
air and missile defense forces.62 The Russian Strategic 
Rocket Forces also may be exploring AI technologies 
for intelligent systems and weapons, such as onboard 
control systems, as well as expert systems and auto-
mation, in line with similar R&D in uncrewed systems 
described earlier.63 

As well, AI as a sensor fusion mechanism could enable 
nuclear launch order dissemination via the Soviet-
built Perimetr system.64 Perimetr was created to detect 
a nuclear attack in progress and launch a retaliatory 
nuclear strike in the event the political leadership is 
incapacitated and no longer can make crucial decisions.65 
The system is supposed to determine when a key person 
or group of people is or is not in control of the situation. 
According to open sources, if staff on duty somehow miss 

a nuclear strike on Russian territory, Perimetr requests a 
response and, if it is not received, concludes that relevant 
command and control posts, along with key infrastruc-
ture, may have been destroyed. Perimetr then calculates 
that irreparable harm was done to the Russian leader-
ship and command and control chain, that key people 
no longer have control, and that a nuclear attack indeed 
has occurred. A decision then is automatically made to 
launch a retaliatory strike.66 The system’s continued exis-
tence today implies the preference for semiautomatic, 
instead of fully automated, systems to meet the chal-
lenges of enormous stress, the pressure to understand 
the unfolding scenario in real time, and the possible lack 
of relevant information, along with emotions that affect 
human decision makers under stress. By removing the 
pressure for Russian leaders to decide whether to launch 
a nuclear attack on a short timeline under pressure, 
Perimetr is meant to reduce the risk of miscalcula-
tion on both sides and to avoid wrong decisions with 
enormous consequences.67

Russia is likely to apply AI in 
its nuclear forces command, 
control, management, and 
use to better understand and 
analyze the threat landscape 
and the evolving crisis 
environment.
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Russia’s Invasion of Ukraine  
and Its Impact on Russian Thinking 
and Development of AI 

ussia’s invasion of Ukraine has exposed multiple 
deficiencies in its conduct of the war, including 
concerns with weapons and systems availability 

and use, technology development, procurement and 
acquisition, personnel training and preparedness, and 
logistics and rear operations, among many others. 
Despite these problems and multiple setbacks and 
retreats at the hands of the determined Ukrainian oppo-
sition, Russia continues to grind away at the Ukrainian 
military while adopting several surprising approaches to 
enable it to stay in the conflict. Some of these adaptations 
have included importing long-range loitering munitions 
from allies such as Iran, using convicts in human waves 
to wear down Ukrainian forces, building extensive and 
multilayered fortifications, and using multiple commer-
cial technologies adopted for military operations. 

Russia’s ability to adapt and learn from its shortcom-
ings in Ukraine almost certainly will shape its thinking 
about the role of AI on the battlefield and the ways the 
MOD will prioritize resources for R&D of AI technol-
ogies. Given that the war is ongoing and may last well 
into 2025, it is too early to definitively predict the lessons 
Russia will draw about military AI approaches. So far, 
Russia’s war in Ukraine has led to more centralized 
approaches to AI RDT&E and closer military and civilian 
cooperation, while revealing specific approaches to 
military technology development.

Accelerating Russia’s centralized approach  
to AI development.
With the launch of sanctions against Russia in March 
2022, Russian society looked to the state for long-term 
solutions and paths forward for the domestic high-tech 
ecosystem, and for funding and technology develop-
ment in general. In practice, this meant adopting many 
centralized development pathways with the govern-
ment at the epicenter of all relevant activity. While the 
Russian state was already the major entity in national 
AI and high-tech development prior to the Ukraine 
invasion, the government, and the MOD in particular, 
moved to create centralized structures for AI research, 
development, and use to streamline approaches, avoid 
duplication of efforts, and have better control over 
multiple efforts across the country. In September 2022, 
the Russian MOD launched the Department for Artificial 
Intelligence Implementation in Weapons Development.68 

Its official role includes managing AI-related technol-
ogies, incorporating efforts and lessons learned from 
the war, and prioritizing the initiatives that can be most 
useful to the warfighter, such as analyzing data for better 
battlefield management. 

In 2022, the Russian media confirmed that this AI 
Department was using experience gained by Russian 
forces in Ukraine to increase the effectiveness of 
weapons, without providing additional details about 
its operations.69 The AI Department’s newly appointed 
director, Vasily Yelistratov, has affirmed that this effort 
will help develop weapons and systems with AI as a 
cross-cutting technology.70 Despite the lack of public 
data on this department’s operations, its effect on the 
Russian military writ large probably remains limited 
more than a year and a half after its launch. For example, 
during the aforementioned Dronnitsa-2023 event, 
several key civilian participants called for a unified AI 
service for the military to combine efforts by Russian 
companies involved in neural networks development. 
Such data, currently “scattered” among numerous efforts 
working to assist Russian forces in Ukraine, should be 
“centralized, assembled and analyzed.”71 There probably 
would be no need to call for such an approach if the AI 
Department already had that authority. Still, its creation 
by the MOD points to a need for better AI RDT&E direc-
tion and guidance across Russia’s military.

Forcing greater cooperation between  
the military and civilian sectors.
A key MOD sanctions survival tactic is the ability to 
cooperate with Russia’s civilian AI R&D effort. This 
predates the war in Ukraine, with the head of the Russian 
MOD’s Main Directorate for Research and Support 
of Advanced Technologies stating in 2020 that “the 
military is working in conjunction with the [Russian] 
Ministry of Education and Science to examine data 
access for civilian AI research and development,” and 
that it was “important to transfer AI technologies from 
the civilian to the military sphere,” and that “national 
projects’ results could provide key data for the coun-
try’s defense.”72 While there is little public data on any 
Russian civilian AI efforts’ official connection to classi-
fied military projects, significant achievements by the 
country’s civilian high-tech sector to date include image 
recognition, computer vision, speech recognition, natural 
language processing, data analysis, and decision-making 
assistance in medical, financial, energy and retail 
markets. Such achievements may inform the MOD’s 
own efforts to develop military concepts and systems.73 
Unlike the Western environment where government 
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and commercial activity is clearly delineated, the border 
between state and nonstate activity in Russia is much 
more blurred, with the Russian government funding and 
supporting many efforts that to date remain outside of 
the official MOD classified space. 

A key development that points to the growing con-
nections between state and private-sector activity in 
Russia is the September 2022 announcement by Deputy 
Prime Minister Dimitry Chernyshenko that the Russian 
government had launched a National AI Center for 
finding and analyzing effective AI solutions for business, 
science, and government.74 This civilian center combines 
the resources of more than 2,000 participants in the 
national AI ​​ecosystem, such as research institutes, 
technology corporations, communities, and developers. 
The National AI Center idea was first floated back in 
2018, when the MOD cochaired an inaugural event on 
AI development in Russia and around the world, with 
participants proposing a centralized approach to national 
AI implementation.75 Going forward, the cooperation 
between these civilian and military AI centers may define 
much of the national AI RDT&E.

Revealing Russian priorities  
for AI development.
While it is difficult to estimate the actual effect of 
Russian AI technologies in the war, the MOD’s ongoing 
public debate is yielding clues about how its R&D eco-
system will allocate resources. In July 2022, the ERA 
Technopolis—one of the MOD’s main R&D institutions 
built around military-public technology cooperation—
hosted a discussion dealing with computer vision, 
pattern recognition, and the use of AI for weapons 
development.76 The meeting addressed the application 
of AI in robotic and information systems and improve-
ment of information systems via processing large 
datasets, emphasizing the practical use of such tech-
nologies across the Russian military.77 In a follow-on 
2023 meeting, ERA hosted the MOD’s Department for 
Artificial Intelligence Implementation and other MOD 
officials to discuss the use of uncrewed aerial vehicles 
and the introduction of AI technologies in military 
systems, an event likely influenced by the war in Ukraine, 
with the discussion probably addressing how such 
systems are developed and fielded in the conflict.78

The ongoing war in Ukraine has reinforced Russia’s 
push to integrate AI into combat systems. With Ukraine 
hinting it will use AI in its combat drones and robotic 
systems, the Russian military has sought to respond by 
tapping into past and current projects in its R&D eco-
system. In 2022, the Russian media reported plans to 

equip the country’s reconnaissance and strike drones 
with a digital catalog to automatically recognize NATO 
military equipment provided to Ukraine.79 This proposal 
called for an imagery catalog to help create a map with 
enemy locations directly onboard the UAV that then 
could be shared with command and control posts. Neural 
network algorithms were supposed to identify military 
equipment in a wide variety of battlefield conditions.80 
In February 2024, a Russian company in fact announced 
that it had developed a neural network for aerial drones 
that allegedly allows for accurate identification of 
military objects and equipment in Ukraine, including 
Leopard tanks, Bradley infantry fighting vehicles, and 
any other vehicles.81 Such announcements over the past 
two years point to Russian military intentions regarding 
AI for combat drones. More to the point, Russian Defense 
Minister Sergei Shoigu announced in February 2024 that 
his military will receive drones with artificial intelligence 
technologies, with deliveries to Ukraine taking place in 
the immediate future.82

As a whole, the MOD has designated the development 
of AI for command and control as one of its three main 
priorities informed by combat in Ukraine, alongside 
further UAV and artillery development and improve-
ments. Specifically, Alexander Osadchuk, head of the 
MOD’s Main Directorate for Innovative Development, 
noted in August 2023 that going forward, AI use for deci-
sion-making and information analysis would be essential 
for fast and objective analysis of battlefield information. 
Given the priorities previously mentioned, the MOD is 
expected to dedicate significant resources to the R&D 
initiatives outlined earlier.83 

Already, the war in Ukraine is providing prelim-
inary insights into ways Russia is using AI on the 
battlefield. There are multiple but unsubstantiated 
reports of the Russian military using AI in Ukraine 
for loitering munitions and aerial drones, uncrewed 
ground vehicles (UGVs) and robotic systems, 
and information/cyber operations.

LOITERING MUNITIONS AND AERIAL DRONES
There is at least some circumstantial evidence of AI use 
across the Russian military, though such claims cannot 
easily be verified from public sources. In June 2023, 
Russian-language media reported that the Lancet-3 loi-
tering munition (one of Russia’s most-used drones in this 
war) is using convolutional neural networks to classify 
and analyze the imagery and video content collected by 
this UAV while in flight.84 Using such neural networks, 
a Lancet drone apparently can detect enemy targets for 
more accurate strikes. Another Russian loitering drone, 
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the KUB-BLA, also raised concerns from the interna-
tional community in 2022 because of its onboard AI 
capacity to autonomously identify targets, but its rela-
tively scarce and often ineffective use has not confirmed 
the drone’s supposedly advanced capabilities.85 Public 
claims like this often lack definitive proof without 
direct access to Russian technology, making it difficult 
to determine if in fact AI is used by the Russian military 
in such cases. 86 By early 2024, some public evidence of 
Lancet drone activity in Ukraine pointed to this UAV 
using a target lock ability for terminal guidance, although 
most other data showed a full human operation of this 
drone from start to finish—rather than onboard seek and 
destroy capabilities associated with more sophisticated 
AI features.87 Regardless, such uses demonstrate the 
Russian military’s willingness to experiment in combat 
for greater battlefield effectiveness. 

The previously mentioned AI use in drones is techni-
cally feasible, as object recognition and terrain mapping 
are two functions that can be potentially carried out by 
a UAV’s onboard computers using military or widely 
available civilian technology. Such capacity to use AI for 
certain independent actions allegedly permits the drone 
use during electronic warfare countermeasures that 
try to jam and interrupt signals between a drone and an 
operator. In fact, multiple Russian defense companies 
reportedly are working to integrate AI into different 
UAV platforms, such as the examples cited above. They 
also are marketing aerial drones with autonomous 
navigation, technical vision, and neural network–based 
object identification systems with the intent to test such 
technologies in combat in Ukraine.88 For example, an 
“Admiral” vertical landing and takeoff drone that can 
carry two FPV combat drones was promoted in 2023 by 
its Russian developers with a digital control system that 
has a neural network–based technical vision mechanism 
for recognizing specified objects.89 Another Russian 
defense enterprise was also promoting an AI target and 
object recognition system that apparently can be applied 
on an FPV-type drone, to work against targets that are 
protected by electronic warfare.90 

It also is likely that the implementation of this 
technology may no longer be limited to the realm of 
MOD-only enterprises, as the spread of commercial AI 
technologies is enabling rapid advances in aerial drone 
operations and concepts. In August 2023, a Russian 
volunteer effort that assembles and provides FPV-type 
military drones to Russian soldiers announced a homing 
system for its “Gadfly” model that is supposedly based on 
a neural network—this system apparently allows for the 
recognition and attack of both static and dynamic targets, 

with a reportedly high accuracy rate.91 Other Russian 
volunteer efforts assisting the military in Ukraine also 
claim to integrate pattern and terrain recognition AI 
in their self-initiated projects developing FPV drones, 
which suggests a much lower technological threshold 
for integrating such technologies that likely use civilian 
AI applications.92 Still, Russian commentary on such 
AI-enabled FPV and similar drone types points to a tech-
nology still in development. A recent comment in Russian 
state media discussed such artificial intelligence as “raw 
and unfinished.”93 The explanation went as follows—for 
now, images of objects and potential targets entered into 
the program include armored vehicles, dugouts, and 
infantry positions. The drone then flies in “scanning” 
mode—it observes the area, “reads” the image, and looks 
for objects similar to what it has in its database.94 If it 
finds objects similar to the stored images, it notifies the 
operator, is automatically fixed on the picture it tracks, 
and, upon the operator’s command to confirm the target, 
begins to automatically turn toward it for a strike. 

Both belligerents in this conflict are discussing the 
inevitable arrival of aerial drone swarms, given the large 
number of UAVs and drones operating in Ukraine around 
the clock. Connecting these individual drones in a group 
with onboard AI for C2 is the next logical step to enable 
large-scale strikes against fortified enemy positions 
to overwhelm air and electronic warfare defenses.95 
Russia’s Lancet-3 producer already advertises “Product-
53,” the next iteration of its drone that allegedly can 
operate autonomously in a swarm and has an onboard 
data “catalog” for the identification and prioritiza-
tion of targets.96 In 2023, an official promotional video 
featured each Product-53 Lancet in a swarm identifying 
targets and exchanging data with the rest of the swarm 
members. This video may or may not be representative 
of actual functioning capabilities, but it is at least indic-
ative of the intended direction of this manufacturer for 
future UAV development. There were indications in late 
2023 that Product-53 already was undergoing limited 
testing in Ukraine, hinting that its mass-scale use may 
commence sometime in 2024.97

UGVS AND ROBOTIC SYSTEMS
Another Russian potential claim to AI in combat involves 
the ongoing testing of the Marker combat UGV in Russia-
occupied eastern Ukraine and in Russia proper. The 
Marker remains Russia’s only publicly acknowledged 
and ongoing uncrewed vehicle project using computer 
vision, natural language processing, and autonomous 
navigation in potential combat.98 The initial tests carried 
out in 2021 allegedly included a group of Marker vehicles 
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traveling autonomously across a forested terrain. It is not 
clear if this UGV is ready for a complicated Ukrainian 
battlespace following the announcements in February–
March 2023 of its testing in the Donbas region of eastern 
Ukraine. A relatively large Marker platform may be easy 
prey for multiple UAVs prowling Ukrainian battlespace, 
where it can be tracked and then attacked by FPV-type 
drones. A more likely and realistic Marker UGV use is as 
a stationary platform for reconnaissance and surveillance 
drones tethered to the vehicle, with the UGV located at a 
relative distance from the frontline and possibly hidden 
from view, instead of an actual autonomous combat 
platform able to travel to self-identified target locations.99 

Recently, Marker’s manufacturer announced 
additional tests to enable this vehicle’s autonomous 
navigation in a difficult environment using automated 
target recognition.100 There were also public claims that 
future Marker versions will be modified based on the 
overall lessons from Ukraine, although no further details 
have been provided so far.101 It is worth noting that initial 
Marker tests were carried out at a time when mass-scale 
FPV drone use was still relatively rare—since then, no 
vehicle remains safe on the Ukrainian battlefield from 
numerous FPV drones that make any movement and 
maneuver extremely difficult and dangerous.102 In fact, 
the Russian authorities tasked with Marker testing may 
have changed their plans altogether out of concern for 
losing a relatively expensive combat UGV prototype. 

Such autonomous vehicle developments are no longer 
monopolized by large defense-industrial enterprises—
many efforts across Russia’s volunteer community 
have manufactured a large number of FPV kamikaze 
drones for the military and now are calling for a simi-
larly scaled effort to build a large number of small-sized, 
kamikaze-style, remote-controlled, and possibly even 
autonomous UGVs, which can potentially operate 
in swarms under the right conditions. That said, the 
development, production, and fielding of UGVs is more 
complex and costly than that of small FPV-type or ISR 
UAVs, and commercial technology is not yet as advanced 
in this space. There is still a wide gap between Russian 
UGV perceived capabilities prior to the Ukraine war and 
what has been employed in combat. 

Prior to the war, Russia was one of the leading world 
powers in UGV concept R&D and demonstrations, 
particularly armed UGVs, developing a menagerie of 
systems, from the smaller Platform-M and Nerehta to 
midsized Soratnik to the large Uran-9 combat system. In 
practice, this Russian UGV lineup has been completely 
inconsequential in the Ukraine conflict, given small 
development numbers, lack of concepts and tactics for 

using them in combined arms formations, and a presence 
of multilayered Ukrainian countermeasures such as 
the ever-present FPV drones that go after anything that 
moves on the battlefield. Moreover, the few UGVs that 
the Russian military is using, for example Uran-6, are in 
fact remote-controlled and are utilized in limited ISR 
and demining missions, with operators in close prox-
imity.103 The public claims about the Russian military’s 
UGV use in Ukraine also do not feature any of the key 
combat models developed prior to the 2022 invasion—for 
example, an October 2023 state media announcement 
featured claims of potential AI use in the previously 
unknown BR-1 and BRG-1 uncrewed ground vehicle 
platforms designed to lay mines and evacuate wounded 
personnel.104 These small UGVs are a result of a joint 
project between Russian volunteers and the defense 
enterprise, and likely are present in very small numbers 
at the front. Likewise, the majority of aerial drones in 
the Russian arsenal are remotely piloted, with signifi-
cant losses due to pilot error and other related causes 
including electronic warfare and air defense fratricide 
(friendly fire incidents).

INFORMATION/CYBER
Prior to the Ukraine invasion, there was global concern 
about Russia’s potential supercharging of its informa-
tion warfare with AI. With the international community 
worried about Russia’s election interference and propa-
ganda campaigns via new mediums such as social media, 
there were grounds for concern that the Russian military 
and intelligence departments could target Ukrainian and 
Western societies. The use of deepfakes was considered 
an especially egregious threat, given how such tech-
nology was proliferating commercially.105 Considering 
Russia’s previous use of information and cyber weapons, 

the scaling and hyper-powering of these efforts with 
AI was considered the next logical step for the Russian 
government in using all available domains to advance its 
causes. While the Kremlin wants to use AI in information 
warfare, a gap remains between the military’s deliber-
ations and practical results targeting Ukrainian society 
and the military.106 The first public deepfake the Russian 
government used of Ukrainian President Zelensky was 

Prior to the Ukraine invasion, 
there was global concern 
about Russia’s potential 
supercharging of its 
information warfare by AI.



13

TRANSATLANTIC SECURITY  |  APRIL 2024
The Role of AI in Russia’s Confrontation with the West

R

quickly identified as fake and perhaps was indicative that 
using such technology for actual information operations 
is a more difficult feat. Yet the commercial AI-generated 
technology that can create ever-realistic visuals such as 
news anchors and onscreen personalities is evolving by 
leaps and bounds, resulting in a more believable inter-
face that potentially can influence public opinion.107 
That is why international experts gathering data on the 
Russian deepfake attempts note that a key result from 
the Kremlin’s efforts was potential distrust in real media 
sources, with targeted populations doubting the veracity 
of any information they viewed about certain conflicts 
out of concern that it may be fake.108 This distrust may 
lead to a long-term, lingering effect of populations ques-
tioning the overall legitimacy of the information they 
receive, which may play into the Kremlin’s hands when 
it comes to attempting to interfere in election processes 
worldwide, including in the United States. 

Enablers of and Constraints  
on Rusian AI R&D 

ussia’s war in Ukraine has exposed certain gaps 
between its military objectives and actual capabil-
ities. The grinding war and international sanctions 

have increased the obstacles that Russia faces in meeting 
its military AI objectives. This section describes the 
factors that historically have enabled Russia’s AI devel-
opment, its increasing constraints, and steps Moscow is 
taking to mitigate those constraints.

Human capital and the broader  
technology ecosystem.
Historically, Russia has been proficient in scientific 
development and has touted its science, technology, 
engineering, and math (STEM) education as one of the 
strongest in the world, a key national security pillar, and 
a prerequisite for the country becoming a major high-
tech power. As government support for national science 
education has ebbed and flowed since the collapse of 
the Soviet Union, many of Russia’s best and brightest 
have often chosen to work abroad, in better finan-
cial, social, economic, and academic conditions. Still, 
Russia’s remaining developers, scientists, and techni-
cians continue to work on and implement AI products, 
whether in Russia proper or abroad.109 The number of 
Russian academic studies and research on AI also may 
be many magnitudes smaller than in the United States 
and China, but Russia’s technical potential that has 
built up over years and investments in select high-tech 
products and solutions nonetheless have produced AI 

achievements in the financial, retail, scientific, medical, 
and other sectors even in the midst of sanctions.110

Of course, the Russian AI market remains compar-
atively small when compared with those of China, the 
European Union, or the United States, and its high-tech 
and AI ecosystems showed signs of trouble even before 
the February 2022 invasion.111 A 2021 study commis-
sioned by the Russian government identified several 
major impediments to Russia’s AI developments, 
including a shortage of key personnel, weak venture 
investment market, low penetration of Russian products 
into foreign markets, dependence on imported products 
and services, slow introduction of products into business 
and government, as well as a weak connection between 
theory and practice (that is, taking ideas to the product 
stage).112 The weak workforce development—despite a 
strong STEM background of many Russian university 
graduates—reflected an underdeveloped ecosystem 
where startups could not fund their ideas via supporting 
capital mechanisms, as it is often done in the West. The 
Russian government responded to such challenges 
by launching several funds and initiatives to promote 
domestic high-tech development, but the relatively short 
time span before the Ukraine invasion meant they did not 
have the time to generate the desired results.113 

Russia’s war in Ukraine is likely to exacerbate some 
of these problems. The following factors will constrain 
Russian AI development, complicating the country’s 
ability to keep pace with leading AI powers today.

Exodus of the technology sector.
Many talented high-tech workers and entrepreneurs 
in the broader information and communication tech-
nologies (ICT) ecosystem that includes AI emigrated 
abroad at the start of Moscow’s invasion of Ukraine. At 
least 70,000 and up to 100,000 tech professionals have 
left the country—bound for Europe, the United States, 
the Middle East, and several former Soviet republics.114 
While some continued to work for Russian high-tech 
companies, many were employed by international 
companies, while others chose to seek entirely new 
ICT employment. Many remain abroad, though some 
have returned due to difficulties settling in new coun-
tries. This emigration will remain a long-term issue for 
the Russian high-tech industry in general. Speaking at 
the Army 2023 military forum, Deputy Prime Minister 
Chernyshenko remarked that it is necessary to train 
around 10,000 AI specialists a year for the domestic 
industry, and that the personnel gap in this industry 
remains very large.115 Earlier, Maksut Shadayev, the 
head of the Digital Development Ministry, said that the 
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shortage of IT developers in Russia was estimated at 
around 500,000 to 700,000 people, while Sberbank 
(Russia’s largest banking and financial company) CEO 
German Gref estimated Russia’s gap of IT personnel 
at over a million people.116 While these numbers may 
suggest a significant capacity gap, they may not reflect 
the current ICT reality built around a relatively small 
market in general, but instead may be indicative of 
the Russian government’s own ambitions and plans in 
growing a domestic high-tech sector to the point where 
such significant workforce numbers may be needed. 

Inability to access parts and data.
The sanctions imposed on Russia after its full-scale 
invasion of Ukraine in February 2022 have exposed 
a considerable degree of dependence by the Russian 
economy, its high-tech sector, and the military on 
imported products, goods, and services. This depen-
dence is acutely felt in the broader national AI R&D 
ecosystem that relied on Western and Asian hardware, 
software, and microelectronics for domestic devel-
opments.117 Russian developers and researchers will 
struggle with the lack of access to quality foreign 
hardware and components, as well as blocked access to 
Western depositories of anonymized data to train algo-
rithms.118 This data access may ebb and flow depending 
on the global community’s willingness—for example, 
early in the Ukraine invasion, GitHub announced it was 
suspending accounts of Russian software developers 
and companies linked to entities sanctioned by the U.S. 
government. This resulted in the removal of accounts 
belonging to Sberbank Technology, Sberbank AI Lab, 
and the Alfa Bank Laboratory, including accounts of 
individuals who had ever been affiliated with these 
companies.119 Later on, GitHub stated it would continue 
providing access to Russian developers worldwide, 
perhaps as a way to ensure that those developers who 
left the country could still have access, while those who 
remained in Russia were blocked. Yet in December 
2023, Russian developers were complaining that GitHub 
finally had closed many developments in computer 
vision for their public access, resulting in develop-
ment delays.120 This has accelerated efforts by Russia’s 
Ministry of Digital Development to develop and launch 
its own version of GitHub to host public open-source 
projects, to be fully operational sometime in 2024.121 It is 
too early to judge the efficacy of such efforts, but devel-
oping a self-contained high-tech ecosystem outside of 
the massive amount of global data may have its own risks 
and benefits, depending on what content is generated, 
and who ends up using such information.

Isolation from the innovation ecosystem.
Since March 2022, it has become increasingly clear that 
the full-scale invasion of Ukraine may have a serious 
and long-term negative impact on Russia’s international 
cooperation in AI, which will further hinder Russia’s 
ability to innovate. Russia’s evolving AI partnerships 
with the United States and Europe were suspended right 
after the invasion. In turn, the Russian government has 
been urging an eastward turn to further explore markets 
in China, India, the Middle East, and other regions. 
(Additional details on Russia’s relations with external 
partners are provided in this report’s appendix.) Many of 
these markets had been relatively unexplored by Russian 
companies, and the engagement with certain companies 
and countries may have more political than economic 
benefits. At the same time, Russia’s high-tech relation-
ship with China could expand, although it is unclear how 
Beijing will approach the relationship from a long-term 
perspective, given the ongoing global sanctions pressure 
on Russia and the prospect of the Ukraine war becoming 
a long-term conflict. 

Another major factor that has been holding back 
Russian AI development is the risk-averse culture that 
permeates the domestic business and industrial commu-
nity. Russian innovators driving the domestic high-tech 
sector have publicly admitted that the Russian internal 
investment climate is not conducive to innovation due 
to a preference for state-funded grants and programs, 
and an aversion to high-risk startup ventures.122 In fact, 
taking risks on promising ideas and products as a key 
R&D strategy, as is prevalent in the West and other high-
tech global spots, never had time to really take root in 
Russia, with state-connected large enterprises prefer-
ring the assurance of government-funded projects to the 
uncertainty of new ideas that potentially could upset the 
status quo. Given the workforce and resource constraints 
aggravated by the sanctions and the war in Ukraine, these 
preferences are unlikely to change in the near future. 

Since March 2022, it has 
become increasingly clear 
that the full-scale invasion of 
Ukraine may have a serious 
and long-term negative impact 
on Russia’s international 
cooperation in AI, which will 
further hinder Russia’s ability 
to innovate.
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Impacted economy and AI ecosystem.
Russia’s growing isolation from major high-tech econ-
omies and markets may make it more difficult for the 
national economy to adapt to global trends, creating ever-
greater structural deformations of the Russian economy 
and possibly increasing societal tensions. Russia is 
lagging the most developed countries in the pace of inno-
vation-oriented economic growth, which is caused by the 
weak protection of technology entrepreneurs, the lack of 
financial resources, and the relatively small capacity of 
the domestic market for high-tech products, along with a 
low level of competition among Russian companies and 
the need to acquire ready-made tech solutions abroad via 
a number of legal, illegal or “gray” schemes. At the same 
time, Russia’s growing cooperation with China may offset 
some of these challenges, but at the potential cost of 
greater dependence on Beijing’s own technology devel-
opments, markets, and policies that are in turn impacted 
by the Chinese government’s own long-term outlook on 
the war in Ukraine and other global crises.

Russian Efforts to Offset Challenges
There are no easy ways for Russia to overcome these 
obstacles. Russia’s ability to innovate and meet its own 
stated objectives for AI will be constrained as a result of 
its war in Ukraine and challenges previously outlined. 
Nonetheless, the Kremlin will seek to offset the chal-
lenges it faces and find workarounds to the restrictions. 
Already, the imposition of high-tech sanctions following 
Russia’s full-scale invasion of Ukraine prompted Moscow 
to, first, conduct a damage assessment of its high-tech 
ecosystem, and second, provide guidance and support 
to domestic R&D enterprises, institutions, and efforts 
across the civilian and military spheres. 

A key determinant made by a number of government 
and industry officials was the need to end reliance on 
imports, however long that process might take.123 Phrases 
such as “import substitution” and “technological sov-
ereignty” became the war cries to rally the industry, 
developers, academia, end-users, and broader society in 
the face of sanctions.124 Even when high-tech industry 
representatives insisted that complete technical sov-
ereignty may not be possible, since no country today 
actually manufactures an entire lineup of the hardware 
and software needed, the Russian government still chose 
technological sovereignty as a nationalistic long-term 
policy. This effort now is aimed at reducing dependence 
on certain outside actors, and at developing the domestic 
industry that has long remained dormant due to lack of 
investment or underinvestment given the easy access to 
imported products.125 In fact, in February 2024, President 

Vladimir Putin outlined the priorities of the country’s 
scientific and technological development for the next 
decade, including the creation of domestic machine 
learning and artificial intelligence technologies.126

In 2022, at the beginning of the sanctions pressure, 
the Russian government adopted a revised roadmap for 
national AI development that reflected the challenges 
Russia faces.127 This roadmap has scaled back funding 
and scope when compared with the original October 
2019 AI roadmap that publicly announced Russia’s 
national ambitions to become one of the leading AI 
powers.128 Specifically, the Russian government planned 
to invest much less in AI, while recognizing that the 
domestic market for AI technologies would be smaller 
than originally proposed in 2019.129 The Russian govern-
ment also has sought to provide guidance to the domestic 
market, which has been experiencing significant turmoil 
almost two years into the war in Ukraine. 

Therefore, in May 2023, the government adopted a 
vision of technological development through 2030 that 
would achieve “technological sovereignty” by advancing 
domestic R&D. The concept document provides for 
the creation of a production base for microelectronics, 
robotics, drones, and software.130 One domestic effort 
worth a closer look is Baikal, the domestic maker of 
microchips, which recently launched a new division to 
develop a lineup of specialized chips for AI to decrease 
reliance on U.S.-based Nvidia Corporation products.131 
While this effort may take up to three years, and possibly 
even longer, depending on the chip manufacturer’s 
ability to meet its stated objectives, it is likely to be one of 
many such initiatives to attempt competition with global 
high-tech leaders while also propping up the domestic 
high-tech ecosystem.132 Moreover, the Russian govern-
ment is supporting six AI research centers based in the 
nation’s leading universities and scientific organizations, 
with public and private funding allocated for AI-related 
studies over the next four years.133 

At the same time, the Russian government continued 
to evaluate its progress in high-tech development, 

President Vladimir Putin 
outlined the priorities of 
the country’s scientific and 
technological development 
for the next decade, including 
the creation of domestic 
machine learning and artificial 
intelligence technologies.
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pivoting and adopting new approaches as a reflection 
of its progress and the state of economic health due to 
sanctions. In September 2023, Putin further ordered 
his government to implement additional measures 
to support AI research, including the optimization of 
machine learning algorithms and the development of 
large language models.134 Putin called on state-owned 
firms to accelerate AI efforts and technologies across the 
country, while ordering the government to support the 
development of supercomputers via benefits to domestic 
manufacturers. In November 2023, Russian Prime 
Minister Mikhail Mishustin instructed government 
ministries to develop updates to the AI development 
strategy that should become the basis of a new “Data 
Economy” national project.135 Mishustin directed that 
by April 15, 2024, the Ministry of Economy, the Ministry 
of Digital Development, and the Ministry of Finance 
must determine a list of key indicators for the national 
AI development project. The Russian government also is 
developing and supporting undergraduate and graduate 
educational programs in AI to grow a future workforce, 
and is seeking to improve the qualifications of teachers 
from primary schools to university levels. These efforts 
are aimed at allowing for better implementation of new 
AI educational programs via better cooperation with 
domestic technology companies. In December 2023, the 
government announced a selection of six scientific and 
university-based organizations to receive government 
support for the development of AI research centers to 
work on specialized scientific research in AI and train 
industry specialists.136 Still, such measures would take 
years to bear fruit in peacetime; how such goals will be 
accomplished during wartime and ongoing sanctions 
pressure remains to be seen.

Even with the less-than-desired performance of 
national AI companies, organizations, and initiatives, the 
Russian MOD will continue to rely on this cumulative 
knowledge base. In August 2023, Deputy Prime Minister 
Chernyshenko once again called for an expert assess-
ment of the developed civilian IT solutions on behalf of 
the country’s military and to provide access for MOD 
experts to information about civilian AI products.137 
The MOD would like this cooperation to take place at 
its ERA Technopolis, with the nation’s leading compa-
nies and high-tech initiatives hosting their R&D labs on 
the ERA campus.138

In addition to its own domestic actions, the Russian 
government also will rely increasingly on external 
partnerships to help mitigate Western restrictions and 
provide a lifeline for the sustainment of its AI develop-
ments. Even before the full-scale invasion of Ukraine 

in February 2022, the Russian government considered 
international cooperation in AI as one of the key pillars 
of its own national AI development. Of all the coun-
tries, China remains the top choice for economic and 
high-tech cooperation. Although the depth of Russia 
and China’s future cooperation remains uncertain in the 
wake of Russia’s war in Ukraine, China has remained an 
important partner for the Kremlin. 

Numerous public investigations and analyses point to 
China as a major source of microelectronics and other 
important products for Russia’s civilian and military 
high-tech sectors, including AI.139 Many of the micro-
chips and microelectronics that pass through China are 
intended for Russia’s defense-industrial sector, including 
for AI-related products and developments.140 That said, 
most public sources do not provide any specific infor-
mation on the extent to which Russian and Chinese 
militaries can share their more advanced products 
and efforts, such as algorithms that enable specific AI 
systems. However, in February 2024, Russia and China 
exchanged their assessments of the military application 
of artificial intelligence technologies, with this meeting 
apparently reaffirming the similarity of the two nations’ 
approaches to military uses of AI.141 This is likely one of 
many such meetings to take place in the coming years, as 
Moscow and Beijing are moving closer politically against 
the perceived threat of U.S. and Western actions.

Prior to Russia’s full-scale invasion of Ukraine, 
Chinese AI-related efforts in Russia included the launch 
of numerous joint projects and the work of international 
conglomerates such as Huawei, which played a signif-
icant role in Russia’s AI marketplace and its growing 
ecosystem.142 The company has engaged in research, 
product, and talent development with multiple Russian 
organizations and universities. Today, despite the inter-
national sanctions pressure, China still has long-term 
plans to cooperate with Russia in the ICT marketplace. 
Chinese government officials remarked in 2022 that their 
country was looking to strengthen cooperation with 
Russia in areas such as big data and cloud technologies.143 
One of the most significant benefits of this cooperation 
may be Russia’s access to the global data and information 
that is provided to and available in China, enabling some 
of Moscow’s R&D efforts to proceed uninterrupted.

For their part, the Russian scientific community 
and the government in general have indicated publicly 
the desire to learn from China’s experience, especially 
when it comes to commercializing their ideas and 
concepts. The Russian Academy of Sciences especially 
was dedicated to such efforts by publicly discussing the 
shortcomings in the nation’s academic and research 
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communities that were overcome by their Chinese coun-
terparts.144 Because of this, Chinese language courses are 
expected to become mandatory across most Russian uni-
versities specializing in science and technology.145 In fact, 
the Moscw Institiute of Physics and Technology, Russia’s 
main AI RDT&E educational institution, recently has 
opened a center for Russian-Chinese cooperation with 
Beijing Polytechnic Institute “to create educational and 
research projects in the field of theory and practice of 
teaching Chinese and Russian languages.”146 Along with 
learning to take their product to market, the Russian 
government also is learning from China’s experience 
in population management and oversight, including 
facial recognition, voice recognition, and smart city 
technologies that enable large-scale monitoring.147 In 
fact, Moscow already is implementing facial recogni-
tion technologies as part of payment systems across the 
retail and public sectors.148 Russia also is promoting AI 
in medical diagnosis, touting this as one of its AI suc-
cesses, and potentially can share that knowledge and 
technology with China.149

Despite China’s place in the global high-tech eco-
system, there is a growing Western trend to limit 
dependency on Chinese high-tech products, goods, 
and services. When coupled with the pressure to limit 
Russia’s access to AI-related services and products, 
including microelectronics, the evolving relationship 
between Moscow and Beijing could grow into a more 
substantial cooperation between the two countries—a 
relationship that both see as a larger civilizational 
struggle against the collective West.150 The long-term 
effect of this relationship is difficult to predict, consid-
ering that both countries view themselves as key and 
distinct emerging epicenters in a multipolar environ-
ment. At the same time, as long as the United States 
maintains pressure on both countries, there is room for 
Moscow and Beijing to cooperate on select issues that 
include AI-enabled military, industrial, national security, 
and law enforcement products.

Implications of Russia’s  
AI Development 

t is difficult to predict how the Russian military will 
change in the aftermath of the war in Ukraine, and 
the extent to which Russia will be able to continue 

its military modernization efforts. Not only will Moscow 
struggle to confront the challenges previously discussed, 
but the war in Ukraine has highlighted structural, 
organizational, and cultural weaknesses across the 
Russian defense establishment that may hinder the 

Russian military’s ability to implement AI across its 
forces, systems, and future missions. Nonetheless, the 
Russian government understands how important AI 
is, not just to the future of war but also to the Russian 
economy and societal development writ large. It there-
fore will pursue mitigation strategies and remain focused 
on sustained development in key areas. In the short to 
medium term, the most likely scenario is that Russia 
will remain a capable power whose AI capabilities will 
present a unique set of challenges for the United States 
and its allies.

Sanctions, talent shortages, and impacted domestic 
high-tech capabilities are certain to limit Russia’s ability 
to develop and field AI-enabled systems. The negative 
effects of these factors, however, will not necessarily 
become worse over time if Russia accelerates investment 
in domestic production capacity and strengthens collab-
oration with China and other technologically advanced 
countries not beholden to the United States. For Russia 
today, being blocked from accessing Western technol-
ogies, markets, and collaboration opportunities is not 
the same as being an international pariah state, since 
plenty of countries and companies across the former 
Soviet space and in Africa, the Middle East, South Asia, 
and Southeast Asia still do business with Moscow.151 
Therefore, it is too early to assume that ongoing Western 
sanctions will negatively affect Russia’s high-tech sector 
and future capacity for developing and/or adopting 
certain technologies. This section summarizes some of 
the key implications of Russian military AI for the United 
States and its allies and partners. 

Russia is a good enough power with AI 
capabilities that impact the battlefield. 
Although significant breakthroughs in AI are unlikely 
to originate in Russia, given the reality of its current 
military predicament in Ukraine, Moscow is likely to 
sustain gradual progress on certain technologies and 
principles that can aid its large-scale war. Russia’s 
current standalone projects where AI supposedly has 
been utilized or would play a significant role, such as 
decision-making or command and control in advanced 
unmanned aerial or ground combat forces, likely will 
remain limited in scope until enough resources are real-
located to force restructuring and general rebuilding of 
military capabilities impacted by the war. 

Therefore, the most impactful AI development in 
Russia will involve software capacity such as data 
analysis rather than hardware such as the previously 
discussed robotics and autonomous systems. Should 
the Russian military field AI command and control 
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for swarms of relatively cheap, inexpensive ISR 
and combat drones, such as numerous quadcopter, 
FPV, and small fixed-wing–type UAVs operating 
over Ukraine, it actually may gain a measure of 
control and advantage over the hotly contested 
Ukrainian battlefield.

The Russian military’s widespread use of commer-
cial technology such as Chinese-made DJI quadcopter 
drones is also indicative of certain flexibilities and 
adaptations not normally associated with the more 
rigid, vertical Russian military force structure. Such 
commercial, off-the-shelf technology is having a signif-
icant tactical impact in the war. Therefore, the MOD’s 
willingness and ability to rapidly scale up commercial 
technology use should not be discounted, as the war is 
likely to stretch into 2025 and potentially beyond.

Russia will build on its strength  
in developing software products.
Before Russia’s invasion of Ukraine, Russian devel-
opers and government officials touted the country’s 
strength in developing software products and flagged 
this area as one with potential for tremendous growth. 
Although a large contingent of top IT and software 
developers have left since 2022, a critical number 
remain and can facilitate the Russian government’s 
attempts to steer its high-tech sector toward greater 
domestic product development and technology 
implementation. 
This talent pool is 
likely to be an asset to 
the Russian govern-
ment, its security 
services, and even 
the military as they 
apply such talent 
toward executing 
cyber operations such as ransomware attacks and 
digital surveillance.152 This talent pool also may 
fuel the MOD’s attempts to capitalize and apply AI 
and high-tech products generated by the civilian, 
non-military sector. The success of Russia’s import 
substitution efforts, however, will rely on domestic 
software experts lessening dependence on imported 
products and developing domestic alternatives that 
can function within the Russian ecosystem—thus 
reducing the country’s dependence on international 
high-tech cooperation. Russia’s strength in software 
development also makes it attractive to China, which 
is eager to exploit a ready talent pool for its own 
products and services. 

Russian AI will be a supplementary technology 
in combat for the foreseeable future.
Russian official statements about proposed AI military 
uses highlight the gap between hypothesized appli-
cations of emerging technologies and concepts, R&D 
efforts, and the practical application of weapons and 
systems in a complex operational environment against 
a peer adversary. The war in Ukraine has demonstrated 
that AI and advanced military robotics cannot replace 
humans in the most essential combat tasks. While 
advanced drones and other high-tech capabilities can 
degrade the adversary to a certain point, ultimately the 
war in Ukraine demands that territory be captured and 
held. In this case, conventional tactics and capabilities 
such as massed infantry, artillery, electronic warfare, and 
mechanized forces backed by UAVs for ISR and combat 
tasks are key. Therefore, in Ukraine and subsequent wars, 
AI and advanced robotics are unlikely to replace human 
fighters at a significant level, as some Russian military 
academics and theoreticians proposed earlier. 

Artificial intelligence is emerging as an enabler and 
a complementary capability in combat rather than a 
technology capable of replacing humans. This pattern 
is going to hold for quite some time, even with more 
advanced AI applications aiding in the decision-making 
cycle that involves both human and non-human elements 
such as advanced algorithms and autonomous systems. 
In missions where adversary forces and systems have 

to be neutralized or at 
the very least degraded, 
AI-enabled systems can be 
key to developing a better 
understanding of enemy 
technologies, tactics, and 
the battlefield environ-
ment. That said, previous 
wars fought by the United 

States have demonstrated that overwhelming high-
tech superiority over low-tech adversaries, including in 
Afghanistan and Iraq, is only part of the overall effort, 
which also necessitates holding territory and influencing 
populations. Additionally, the October 7, 2023, attack 
by Hamas forces on Israel’s military and civilian targets 
exposed certain faults and gaps in depending on fully 
electronic and AI-enabled surveillance systems instead 
of also relying on human overwatch of key security 
points and areas.153

Ultimately, even if AI-enabled drone swarms take to 
the skies over Ukraine, they will not be able to capture 
and hold territory. Similarly, U.S. concept develop-
ments to defend Taiwan against the People’s Republic of 

Artificial intelligence is emerging 
as an enabler and a complementary 
capability in combat rather than a 
technology capable of replacing 
humans.
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China are about holding and defending actual territory 
and potentially expelling the adversary from captured 
land—which again puts human-centric forces against 
peer formations, notwithstanding the effect of modern 
air force, missile, and naval capabilities to degrade the 
opposing military. Therefore, it is likely that the Russian 
military-academic debate on the role of AI may feature 
less of the belief expressed years ago by the Deputy 
Director of Russia’s Advanced Research Foundation 
(Russia’s DARPA-like organization) that human fighters 
eventually would be supplanted by military robots. 
Instead, the debate will focus on a more practical, 
realistic assessment of AI as a data analysis and a deci-
sion-support tool for faster, more advantageous reactions 
to the still-human-centric battlefield environment.

AI will amplify Russia’s  
nonconventional tactics.
Russia will rely on asymmetric means to counter what 
it sees as its more capable U.S. and NATO adversaries. 
AI, in an asymmetric role in the information and cyber 
domains, will be a significant complementary tool to the 
Russian military. While its previous AI efforts against 
Ukraine cannot be deemed “successful,” attempts to 
use AI to speed up and multiply attacks on adversary 
infrastructure while targeting populations worldwide 
with unique and tailored datasets have significantly 
complemented Russia’s ongoing conventional-type, 
casualty-intensive combat in Ukraine. Future applica-
tions may be scaled up, especially during election cycles 
in the West, where societies are already deeply polar-
ized and may be divided both online and in the physical 
environment. In such cases, Russia does not need to 
“win,” but only to undermine or splinter the relatively 
unified Western response to its actions. The war in 
Ukraine is a testbed for such approaches, with a growing 
roster of voices in the U.S. political establishment already 
calling for a lessening American support and military 
aid for Ukraine. 

Russia is likely to use AI for deception.
Russian efforts to use AI for deception most certainly will 
involve the information domain, given its key impor-
tance for domestic stability and as an asymmetrical tool 
to respond to Western or adversary actions. Likewise, 
developing advanced technologies capable of deceiving 
potential adversaries is high on the Russian MOD 
agenda, including technologies such as the Surrogat 
underwater autonomous vehicle that the Russian press 
alleges can reproduce a signal from an arbitrary sub-
marine, mimicking it spuriously. Understanding and 

impacting adversary decision-making space by seeking 
to influence and affect the information environment 
before, during, and after a crisis is also likely one of the 
main MOD priorities, potentially via the aforementioned 
NDCC and other methods and tactics. 

Russia is more willing to experiment  
on the battlefield with untested technology.
Russia will continue to be driven by a sense of vulnera-
bility and concern about falling behind the United States, 
China, and other powers in some technology areas. As 
such, the Kremlin is likely to be more accepting of risk in 
some situations, including decisions about the acceptable 
deployment of AI and autonomous systems. Additional 
factors may push the Russian military to experiment 
with untested technologies—whether manufactured in 
Russia or imported from abroad. These factors include 
mounting casualties in Ukraine, critical deficiencies 
in the domestic defense-industrial base, and delays in 
getting proven equipment to the frontlines. Already, the 
testing, evaluation, and iteration timelines of the pre-
viously mentioned alleged Russian experiments with 
AI-enabled FPV and one-way attack drones have been 
shortened to weeks and mere days at the frontlines by 
units and developers working outside of official MOD 
R&D structures and departments. 

Still, there is far from a unanimous Russian view on 
acceptable levels of risk. On the one hand, some Russian 
developers of domestic robotic systems discuss mini-
mizing risks when fielding brand new systems, followed 
only after a lengthy testing cycle by the military.154 On the 
other hand, however, some voices across Russia’s high-
tech and government communities already are predicting 
that Russia may field Terminator-like robotic systems, 
assuming that the final step is taken to teach the machine 
to make the right decisions on its own.155 Whether 
such sentiment is widespread across the entire MOD 
is unclear, given that many of Russia’s military robotics 
developments are siloed, and no significant coopera-
tion between multiple efforts is evident. At the same 
time, despite the deliberations discussed earlier, there 
are at least some who are ready to field an autonomous 
military machine once the necessary datasets are loaded 
and machine learning algorithms enable the vehicle 
to adapt on the fly. 

Russia’s official position on the lethal autonomous 
weapon systems (LAWS) discussion at the United 
Nations is one of non-interference from the international 
community in domestic affairs, including the freedom 
to develop whatever robotic systems a nation sees fit for 
its goals.156 For years, the UN debate has tried to forge a 
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T
consensus on banning such weapons, with the Russian 
position described here remaining constant in the face 
of international pressure. It is not clear whether the 
Russian military already has a LAWS-like system, but 
the way Russia approaches the discussion of such devel-
opments should be carefully scrutinized.

Headwinds to international  
cooperation with Russia. 
In 2023, in order to lessen dependence on Western-
origin technologies and policies, the Russian 
government articulated a global strategy of closer 
engagement with China and other allies via a number of 
organizations and venues where Moscow has a central 
role, such as the Brazil, Russia, India, China, and South 
Africa (BRICS) organization and Shanghai Cooperation 
Organization.157 Even prior to its invasion of Ukraine, 
Russia had criticized the G7 organization as outdated 
and unable to meet global challenges without China 
and India as members, portraying it as a tool of U.S. 
foreign and military policy.158 Following its invasion of 
Ukraine, the Russian government has highlighted the 
country’s desire to be independent from many pro-
cesses where it thinks the United States and the West 
play a key role, and instead is working toward creating 
a multipolar environment where Russia can stake an 
equal and influential position.159 Putin stated publicly 
in 2023 that Russia must be in the vanguard of nations 
developing AI and at the forefront of research into 
neural technologies.160 

On the one hand, such nationalistic statements could 
indicate that Russia may be unlikely or reluctant to be 
a part of international cooperation processes such as 
discussions on the control of AI in which the United 
States and its allies may have a key role. Such venues are 
seen by Moscow as advantageous to Western policies 
and as undermining Russia’s ability for independent 
action. However, Putin signaled in December 2023 
that unrestricted AI development may be as dangerous 
as unrestricted nuclear weapons development in the 
20th century, necessitating a dialogue among global 
leaders on possibly limiting AI uses.161 Putin reaffirmed 
this sentiment in February 2024, when he discussed 
Cold War–era nuclear arms control treaties as a guide 
to international dialogue on fast-developing AI, indi-
cating the need to negotiate “at the inter-state level 
on how we will regulate this [technology].”162 Such an 
outlook on the evolving foreign policy environment 
may impact how Russia and the United States reach a 
consensus on key topics involving emerging technology 
such as military AI.

Conclusion

his paper offers an overview of main themes and 
developments related to Russian AI in the military 
and civilian domains. Given the large international 

body of work dedicated to this topic, this paper should 
be treated as part of the ongoing research and analysis of 
these issues. Presently, the Russian government is initi-
ating a significant undertaking to jump-start its domestic 
high-tech development, to adapt to global sanctions, and 
to continue R&D of AI-enabled weapons and systems in 
the midst of the ongoing war in Ukraine. 

Considering the significance of AI for its government 
and armed forces as both a tool and a policy concept, 
Russia should be expected to continue investing 
resources in such technologies. Some of these efforts may 
deliver results in the short to near term, others may be 
impacted by domestic and international developments, 
both under and outside of the Kremlin’s control. It is 
clear that the invasion of Ukraine and prolonged warfare 
have activated processes such as import substitution, 
technological sovereignty, and domestic high-tech 
restructuring for which the Russian government may not 
have been adequately prepared. 

It also is likely that some of the military processes 
and initiatives described in this paper may get an accel-
erated timeline for development and implementation, 
given how quickly the use of AI tools and technologies 
is spreading in the Ukrainian military, and across other 
military forces as a reflection and a result of the war 
in Ukraine.163 The Russian government is also demon-
strating it can be adaptable to major challenges, although 
the timeline for such adaptation may vary greatly from 
one AI-related effort to another. The key takeaway is 
that the Russian government understands the impor-
tance of AI not just to the future of war, but to the overall 
Russian economy, society, and global competitiveness. 
The ongoing conflict in Ukraine is forcing a signifi-
cant restructuring and redevelopment of the Russian 
efforts described here, and how the Russian govern-
ment, military, and society react to such challenges 
deserves close scrutiny. 
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Appendix: Russia’s External  
AI Partnerships 

ver the next several years, Russia should be 
expected to increase its focus on building new 
partnerships with countries that have not sub-

scribed to the international sanctions regime. Expansion 
into the Middle East, Southeast Asia, and Latin America 
is particularly likely to become a focus for commercial 
Russian companies in the AI field looking to replace lost 
markets in Europe and North America. This appendix 
provides examples of some of the more important 
Russian international AI partnerships, based on the 
Center for Naval Analyses report AI and Autonomy in 
Russia.164

	¡ Across the former Soviet space, Russian facial recogni-
tion and related technologies were marketed to Central 
Asian countries. Such companies are likely to maintain 
their presence there for the near future, despite 
competing Chinese firms that can undermine Russia’s 
market share in the long term.165 At the same time, 
Russia and Belarus are exploring closer cooperation 
in high-tech and especially AI within the framework 
of their ongoing political, economic, strategic, and 
defense cooperation.166 

	¡ Russian AI cooperation with the United States was 
limited prior to February 2022. Between 2014 and 
2022, U.S. sanctions allowed limited interactions with 
Russia’s large state-run corporations that are on the 
Western sanctions lists. Prior to 2022, the deterioration 
of the U.S.-Russia political relationship had a signifi-
cant negative effect on the MIT-Skoltech partnership 
that was formed to develop high-tech products and 
services. MIT remained an integral part of Skoltech 
until March 2022, when it withdrew from the partner-
ship following Russia’s invasion of Ukraine.167 

	¡ Russia’s AI cooperation with Europe has been con-
strained by Western sanctions on technology transfer 
to Moscow, security issues that make both sides 
cautious about revealing their vulnerabilities, a lack 
of trust on cooperation in technology due to fear of 
hacker attacks, along with a sense of economic compe-
tition.168 Prior to the invasion of Ukraine, several areas 
of cooperation included the use of AI in “mega science” 
projects such as particle physics and the International 
Space Station. Healthcare R&D, smart cities, and smart 
infrastructure were discussed as potential areas for 
cooperation, since they could be kept separate from 
more sensitive security issues.169

O
	¡ Russian technology companies also have established 
partnerships with counterparts in the Middle East. 
The leading partner for Russia in the Middle East is 
the United Arab Emirates. Partnerships in the United 
Arab Emirates include both academic and commer-
cial ventures.170 In February 2024, Russian banking 
officials reaffirmed the significance of the United 
Arab Emirates for Russia’s Middle East efforts to find 
partners for AI development and implementation.171 
Moscow also is working on establishing technology 
and high-tech partnerships with Saudi Arabia.172

	¡ Russia’s cooperation with Israel has been facilitated 
by a 2010 bilateral agreement that calls for growing 
industrial R&D cooperation. Through this mechanism, 
the Russian nanotechnology innovation institution 
Rusnano Group and the Israel Innovation Agency 
have set up a grant mechanism for teams comprising 
both Russian and Israeli partners. While Russian tech 
leaders may see joint scientific R&D as a key area in 
developing Russia-Israel bilateral cooperation,173 this 
relationship may be severely tested by the ongoing war 
between Israel and Hamas that has the potential to 
impact the larger Middle East region.

	¡ Russia’s efforts to expand collaboration in AI to other 
parts of the world are limited, focused primarily on the 
marketing of Russian AI products. India recently has 
become the focus for Russian AI efforts.174 Beyond this, 
there is little high-tech cooperation with New Delhi, 
though Russian corporations such as VisionLabs and 
Gazprom Neft have sought to expand their presence in 
the country through joint ventures in AI-based solu-
tions for areas such as transportation and hydrocarbon 
extraction. Russian analysts believe Russian companies 
have expanded their presence in India significantly, but 
often do so covertly, such as through Indian partners, 
in order to avoid sanctions.175 

	¡ Russia has made limited efforts to penetrate AI 
markets in Latin America and Africa. Latin America 
is considered a potentially lucrative market, espe-
cially for apps that help Spanish speakers learn 
English. A Russian company has developed an app 
aimed at children for this purpose, using an AI-based 
voice assistant, that is being marketed in Mexico and 
Chile, with plans to expand to other Latin American 
countries.176 Additionally, the Russian government is 
seeking to use the BRICS organization to enhance AI 
cooperation among the organization’s members and 
beyond.177 In 2023, BRICS announced the creation of 
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an AI study group and called for increased cooperation 
in managing that technology—specifically, to develop 
governance frameworks and standards to make AI 
technologies more secure, reliable, controllable, and 
equitable.178

	¡ Russian ventures in Africa remain limited, with a focus 
on commercial sales of AI-enabled products and the 
education of African students at Russian STEM higher 
educational institutions.179 In terms of sales, Russian 
AI technologies are in demand in mining and other 
natural resource extraction industries in Africa.180
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